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S whoami

Intrusion Analyst at 1BLISS
Computer Engineer
Holds some certs

Over 10 years having fun/
studying/working with security

Spoken at ToorCon X (USA), H2HC
IV and YSTS 2.0/3.0 (Brazil)
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~ CEATEL T HORE “CHAN
WE USED» €0 YO

- JUSE ObAYS?

— UINKINOWN COWER itV

HANDS. A HA HA

- NEW HMARKET

- ALOT OF SOTTWARES
- UTILIE UR PHONE!
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Nokia looking for n900 hackers
Posted by I133tdawg on Tuesday, September 15, 2009 - 01:21 AM (Reads: 197)

Source: Pocket Lint 6)

PUSH NS00 as it will be called, is a "A unique hack and mod project for designers, creatives, coders and hackers using the
new Nokia NS00". The event, being held in London, is calling for people to tell Nokia how they would hack and mod the
NS00 to connect it to something you love like a big screen TV for example.

Normally most companies frown upon users hacking the software to meet their own needs, however Nokia is
taking the rather different approach of actually organising an event around it.

The creations/ideas will be judged by Kari Tuutti from Nokia and Olavi Toivainen from Maemo with the best ones
showcased in Nokia‘s flagship stores around the globe. "With its innovative open source Maemo platform, 32GB internal
storage and sleek design, the Nokia N900 has a speed and raw power which will be even more powerful in the hands of the
UK's best hack and mod creatives. We can't wait to see the results,” said Tuutti.
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EORTMATION VATHERINY

« SROWSERS

o ALOSTT ALL TABNTS (RO TELVET,
O WL ©XY)

« PORTSVANNERS
_ SiHOLY PONE itV A LANGUAVE
_ NHAC UP AND RUIMNINGA
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VAL RUINVING OtV (ICUONE /ICOY TOUTA

ng --system- dns or specxfy valid servers wit
h --dns-servers

Interesting ports on 10.0.1.5:

Not shown: 995 closed ports

PORT STATE SERVICE

515/tcp open printer

548/tcp open afp

631/tcp open 1ipp

3995/tcp open unknown

20031/tcp open unknown

MAC Address: 00:16:CB:39:DC:FA (Apple Comput
er)

Nmap done: 1 IP address (1 host up) scanned
in 15.81 seconds
MoNY-iPhone: /var/mobile root# I

ajwjelRiT]v]uli]o]P

z)x|c|v|s|n[mE
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« LONV CONUEDOT
« SERVER-SIDE & TLIENT-SIHE
¢ PRIVILEVE ESVALATION

« {IVALL WE HAVE OUR PHONES! ©
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EXPLOTTINV(SERVER-SIDE)

HETCASOLOCT

ok _extractiptec.rb

A modules/exploits/windows/browser/ibmlot

usdomino dwa uploadmodule.rb

U modules/payloads/singles/osx/armle/vibr

ate.rb

A modules/payloads/singles/osx/x86/exec.r

b

U modules
documentation/users_ guide.pdf
documentation/users guide.tex
data/msfweb/patches
data/msfweb/patches/filehandler.rb
data/msfweb/config/environment.rb
msfcli

Updated to revision 5546.

muts:~/framework-3.1 mobile$ I
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EXPLOTTINDT (TLEBNT-SIDE)

- CREATVICY
_ CAHO (CORTABLE APATAE + HYSGL + OUO)
_ AMY EXPLOCE (HAINY TOR SROWSERS )

— SOVAL BNVAVEER AND/OR PHISHINV
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PER0(1)

o WHAYT: TLBNT-SIPE ATTALK
* “COOLS: PAMD + TELNET TLIBNT
SOVIAL BANVIVEER

« VUL (87 UMCTIALEY HER0RY
CORRUETION

. CAYLOAD: Bivd PORT
. T OY: NOKIA §65
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PRIVILEVE ESTVALATTION

. SRUTE-TORTE ONLIVE
_ GRUTE-TORTE OLLLINVG, (VETESSARY?
« ARP POISONINY

« SNTTERS
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HAWTAIMNDG ATTESS

« SSH PABHON & TABNT
« NBXTAY
« STEUNIVEL
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&02.11 ACTCATLS

. BARBELO (Wi-Ti STANMER) TOR SYMGIAN

. HOGILE STANMMER (CROMSTUOS HODE)
TOR WIVPOWS. HOBILE

. SLITA & SILITA @TR0H UMY
(PUHOING AMD> TRATKING)
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Mobile Sniffer 1)) 4< 4:15 9 -

x T ¥ MAC Address
e = 205.152.110.252 0:1:24:80:7c:7a
194.105.1.138 0:4:53:e0:3:55 =
SKY53459 [6 WPA] 92.168.1.255 0:4:53:e0:3:55 =
XOOO00O0OOOOOOOONNX 1,2.135.1.135 0:4:53:e0:3:55 =
= 69.28.135.160 0:1:24:80:7c:73
sorbo [10 - 192.168.1.108 0:4:53:e0:3:55 =
[ ] - 192.168.1.108 0:4:53:e0:3:55 =

XXXXXXXXXXXX > 60.28. 135160 0:1:24:80:7c:7a
- ) N4+ af)*a° -

sorbox [10 WPA]

SR 0000000000000000000!

0:1:24:80:7c:7a ->= 0:4:53:e0:3:55
Type : IP (0x0800)

IP header(v4) :
192.168.1.108 = 69.28.135.160
Protocol : TCP (0x006)
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£02.15 (GLUETOOTH) ATTATLS

« SLUETO0TA STANNERS AND SOME
EXPLOITS (GLUBSNART BXT)

— G TEROWSER & SLOOVER TOR HOGILE (HAVE
(REV.AVLY
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}J- Bloooverll
=

4%y

ﬁﬁ i Service List

#0 SerialPort Find Devices

#1 LANAccessUsingP.. Settings

H#2 DialupNetworking Reports

#3 OBEX ObjectPush.. About Blooover Il
H#4 OBEX FileTrasnfe.. Exit Blooover Il
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ROVUE AP

« JREUSPOT
— SAHE SSib, ATTATK (S RPAYY

— USER WitL NOE HAKE MITERBNTE (AD-H0T
TONNET TION) 5 ) Joikuspot Light

= 4 Status “Chentss O

1 JoikuSpot_0019794A7...
Created apID 10

2 00-1b-63-c5-01-4h

DHCP Request > Nak
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SMTLING (EYSTROKER?”

« CASER ROX { €KNOW THAT - SUT TELLOUONES
AS weLL U

« TRLLOAONES HAVE MU ROPHONES, RIVATT

« SOUNDS (VO WOOY TAGLE?

« PAMELE AND ANDREA TAN VAVE A SUOTT D
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SHS ATTACAS

o TANE & LURS P> A VREATT J06 AGOUT
CHA

« MANMPULATE PHUS TROM TELLOUONE

(~E{HE ETONOMY)
. CATY, -
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JUSTE PEVEL 0P

. SHKS TOR EVERYSORY!

— QYMBIAN, BLATABERRY, WivbOWS. HOBILE,
ANDROID, OPENIOKO, (GHONE, }10RE?
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SSUES AV> TONTERNS

o ATTCAVLS JUSTT TROM (NSIDE?

. QWERTY ALWAYS WELTOHE - VIRTUAL
€6 TROM iPOb ROX 00!

. TASTER AND BETIER

. EVEN +JAILBROKEN+ PUONES LMt LS,
OPEHOKO AND ANDROIY 1AY RUUES

. (VEW VAPTETS, NOT JUS T PUONE: SUNE
o
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CONTLUSIONS

. UBT S TUINK HORE iV WUAT WE
ALEARY HAVE i LANDS

« (MAVIVATTION HACE U8 GETTER

JATAERS! ©
. BACH OME HAKE JOURS. ©
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S locate me

Contact: bruno.mphxZ2 *nospam*
gmall.com

Linkedin:

Blog:

IRC: #securityguys@freenode.net

Conferences around the globe
(hope see you in H2HC) ©
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CHANES!

w

%0
VAVALLARL - G08S ), SCOOKER

GLPAERION, ANDERSON RAMOS.
VOPELOKO, TLAMSERS, MR GLY, (E
V4R0L, ALAN TASTRO, SOVUS, TUETO,
\ 2 4%
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